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Abstract: 

This presentation covers the design of a command and control architecture developed by 
the author for the Combustion Module-2 microgravity experiment, which flew aboard the 
STS-107 Shuttle mission. The design was implemented to satisfy a hybrid network that 
utilized TCP/IP for both the onboard segment and ground segment, with an intermediary 
unreliable transport for the space to ground segment. 

With the infusion of Internet networking technologies into Space Shuttle, Space Station, 
and spacecraft avionics systems, comes the need for robust methodologies for ground 
command and control. Considerations of high bit error links, and unreliable transport 
over intermittent links must be considered in such systems. Internet protocols applied to 
these systems, coupled with the appropriate application layer protections, can provide 
adequate communication architectures for command and control. However, there are 
inherent limitations and additional complexities added by the use of Internet protocols 
that must be considered during the design. 

This presentation will discuss the rationale for the framework and protocol algorithms 
developed by the author. A summary of design considerations, implantation issues, and 
lessons learned will be presented. A summary of mission results using this 
communications architecture will be presented. Additionally, areas of further needed 
investigation will be identified. 
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System Overview 
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System Overview 

Communications Interfaces SpaceLab/SPACEHAB 

• SpaceLab - STS-83, STS-94 

- Main Computer l/F- RAD (Remote Acquisition Unit) 

- Uplink Test Parameters Only 

• SPACEHAB-STS-107 

- Main Computer l/F - Ethernet 

- Full Ground Commanding 

- File Downlink 
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System Overview 

End to End Communications Path 
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Protocol 


uplink 


downlink 


Orbiter Data System 
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DomSat •“ JSC PCC 



Inset graphic source: Ref. 2 
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Generic Command Verification 


Protocol Overview 


CRC Signature 



Command Sender 
generates unique CRC 
signature by appending 
timestamp to command prior 
to CRC calculation 

Command Sender transmits 
command to Command 
Receiver 

Command Receiver verifies 
command with CRC 

CRC signature is statically 
inserted into the Health & 
Status data frame 

Health & Status frame 
downlinked synchronously 
at 1 Hz 

Command Sender waits to 
see CRC signature in H&S 
frame to verify command 
was processed 



Signature Field 


“Although depicted with ground command source, this is the same protocol 
that is used for onboard commanding with the PGSC over RS232 
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Protocol Algorithm 

Ground Segment 



Hz Cyclic task 
Read Health & Status 
Data Frame 
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Health & Status 
Command ID 
Downlinked CRC 
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Uplink Command Frame 



























Downlink Data Frame 

• Health & Status Engineering Frame Format 

• Binary to ground (300 bytes/sec) 



• 32 bit sync word - picked least likely value to occur in data 

- CM-2 mostly 12 bit A/D’s with upper 4 bits unused. 
Therefore OxFFFFFFFF was an unlikely value to occur and 
good choice for sync pattern (could add alternating bit if 
potential for continuous stream of OxFF) 
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Summary of Mission Results 

Analysis of Health & Status Downlink 
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Summary of Mission Results 


High portion of Science data downlinked 

-• LSP-50% 

- SOFBALL-65% 

- Water Mist - 90% 

Ground Commanding Results 

- No bad CRC’s detected for commanding 

• SPACEHAB up/downlink included checksum 

- Bad data discarded (not forwarded to payload) 

- Commands uplinked = 1228 

- Unique CRC’s in downlink = 1067 

- Average Round Trip Time =10 seconds 
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CM-2 Flight & Ground System Data Flow 



SPACEHAB supplied 
f~ ~1 NASA-GRC supplied 
NASA-GRC supplied 
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CM-2 Ground Server Data Flow 


AOS data 


LOS data 



MS Windows File-based 
Access (GC, TIFF. FSD) 
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